lechnolo
h, S JdYy *nd




he essence
EROT
= DUSINESS.

L Whdat 1s common
 — t0 (1] ICT?

servers, laptops, tapblets,

smartphones, big data,
clouds... Everything?

% Networks.

I

< Connectivity.
Information.




What drives
SECUTIY
I AESINSNILS N . y

Redality-How things redlly are?
Feeling-Are we safe”

Model- How do we protect
ourselves?
-resources
-tfechnologies
-competences
-PrOCESSES



Why security
lechnology 1s
more and
more
Nec@iEer?
Why Now?

Paradigm shift in threat
landscape
&
Safe enablement of
Business iInnovations

STONESOFT



SNAPING Security
fechnologies...

Threat landscape
o« Complexity, sophistication of cyber
cttacks
e Nationalization
e [ndustrialization of cyler crime
e« Unknown unknowns

Safe enablement of new innovations
e Internet of things
e« Cloud
e Virtualization
e Mobility and "bring your own device’
o (Qutsourcing
e Big data
e [NncCredsing costs
e Convergence of technologies



Security ROI- at an inflection point

~ "We can not continue to justify
increasing security OPEX and CAPEX
with FUD, risks and threats...

It won 't fly in the Future”

STONESOFT



B 111

= S mMuch
more
1han FUD.
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Direct losses

s biolen PR

o WOMmmerclal data
e FInAncilal losses

o [DEMIORNGE COSIS

Indirect lgsses

e J=COVErY

e Brand reputation
e Customer frust

e — o




- ! ‘ Savings

S— Capex 20%
k- -oe competitive

Opex 80%

-FOCus Increasing

-[ime, money, effort, errors
-Human intensive

-

STONESOFT



Competitiveness

sSecurity will be a major
customer requirement,
real differentiator and
element of good
governance, quality,
Innovativeness.

In other words. A sign of
tfrusted brand.
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Our First

Thoughts

N Cre bullt
P OO0

Dn#{\eremnat;on. +Customer / security

- WgIghts and PFrRcEg
By ql Cscorch
e +Innovations, R&D
+Solutions
+ Technologies
+ProduCtSEiRer SETVICES
.- + Fegrures, O J
STONESOFT NGNS functionalities Business




Solutions for C-level

"Give me a full solution that answers
my challenge, not just a product that
will cause me more trouble”

STONESOFT



Pressure

> Nealtyioese CUTIhAnienE G ¢

> O IS CRETNERREIE R S |cvel

>Qperational costs and return on
SECHINE R SR

> Safe business enablement and
support for new business INnovations &

strategy




Unified and highly

Strategy framework for integrated security
C-level platform for all
environments

Authentication and Protection against the Efficient and flexible

access control solution cyber-attacks using solution for security
for the cloud advanced evasion service providers in multi-

environments techniques. tenant environments

Rugged and rock-solid Th@ more CompleX,
solutions for military and demomding, CoOst

demanding physical

High availability solution

to secure business

continuity. environments Concious and
continuity
dependent

Solution Portfolio, guwiemer isthe

STONESOFT



Strategic Financial and lasting
value value

Operational and

Financial and user value Resilience value :
Business value

HIGH SECURITY
Financial and continuity Resilience and The primqry

value operational value VC[lU.e fOT s, IJ[ iS
Not an option
out 1t 1s not

Value Credtion,  erewar
STONESOFT



Products

Not "just another IT
security company"

STONESOFT



Stonesoft Others

Static hardware based and
hard-coded security

100% dynamic, software based security

Evolving security, adaptive to changes Disposable, "point products” with fixed
over the time lifecycle

One strong management system Fragmented management systems

Built-In unified features and Bolt-on features and functionalities, hard
functionalities, easy to manage to manage

Protection against advanced evasion

techniques No protection.

Comprehensive Either generalists or limited security
security product portfolio portfolio

Virtual, software or physical- same Separated, different

STONESOFT



Rock sSolid product portiolio

Stonesoft Management Center

security Engine

@
NGN FW

VPN

NSS Labs

vmware
@HEEEHIMTE REARL ‘

COMPLIANT

STONESOFT



3STRONGHOLDS.

STONESOFT



Security Engine, Management systern .. .and AET protection.

STONESOFT



Security Engine.
Unique product

platform with
maximized ROI

STONESOFT



I’...eqsy localization i— <...ond OEM approach
_
STONESOFT



STONESOFT

Platform
approach
enable
aglle new
Oroduct
INNOVdIIon
ANd short
nme 1o
mdarket



Security Engine. The idea.

FEATURES &
FUNCTIONALITIES I

ll SECURITY ENGINE

STONESOFT



Changes Stonesoft In pI' CI Ct]. S e
Change in threat Reconfigure self ‘ QU.].C].{ I'eSpOl’lSG

"R&D needs military grade - in few minutes,
security” ho extra costs
—/—/ Adaptiveness to

Reuse elsewhere ChC ].g eSS over

Change in business as a new product

. the time brings
better security

level and

Change in way of working Turn to virtual, .
no configuration lmpI'OVGd ROI

"move to cloud based
CRM” y work A/

STONESOFT



Stonesoft
Management Center

STONESOFT



Ak
Brings holistic situdtion awareness throughout
Ihe DusESEEEEE ' 11O1S, USCENeNb o 1Cellleinss

ncidents. .. everything!

l..ONd Lrings operational
‘Expenditure down,

P

L e

|

i
]
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G My Overview - Management Center
File View Bookmark Opticns Cenfiguration Monitoring Windew Help

@@ g E o

x | 2] System Status

|E|I'~‘Iy Qverview o test-policy

| T security Engine

B S &

System Summary

A\ Active Alerts

O rs [ N A N
Q Mtk 1N S N N Y | O
1 servers I R

B 550 VPN Gateways
VPN Gateways

& vens

EEREEE | | | | L]
-

Top Sources - 15 minutes

Located 1
Private i
Others 2

[ETrrs
Laimba
=R

@ Top Destinations - 15 minukes

. @

Located 336 %
Privata 444 %
Multicast 0.2%
Unknown 0.4 %
Others M4%

#

Traffic by Application - 15 minutes

Bits / second (average of 30 seconds)

1512 1513 1514 1513 15:16 1517
— YouTube Google
Microsoft-Windows-Update Facebook Dailymotion
LS APT ‘Yahoo
Top Applications - 15 minutes *

YouTube -482 Wb (11.5%)

Clamav-Update-Service 136 Mb (3.4%)
Facehook 422 Mb (1.1%)
Google [24.0 Mb (0.6%)
Google-Safebrowsing 7.90 Mb (0.2%)

Facebook-Plugins-Recommend-Button (512 Mb (0.2%)

Amazon 591 M (01%)
Facebook-Plugins-Like-Button 382 Mb(01%)
Twitter 361 M (0.1%)
Drophox 3.3 Mb (0.1%)
] S00r 10G 150G 206G
53] Top Users - 15 minutes #

Aki 50 Hits (11.5%)

Pauliina 47 Hits (10.5%)

Howard |- s =
Geoge [ 22His(51%)

John 15 Hits (3.4%)
10 0 30 40 50 G0 70 a0

o

I L=

Actionable and rich

information for security
desicion making Across

sifuations, locations,
users, applications,

@ Top Attacks - 15 minutes

Analyzer_Kerberos-Brute-Force

HTTP_CSH-More-Than-16-Headers-l.

File-OLE_Microsoft-Excel-File-H...

SMTP_CS-Movell-Groupwise-Cliert...

File-Text_IBM-Lotus-Notes-HTML- ..

@Top Evasions - 15 minutes

TCP_Wincow _Shrinked

TCP_Intial-Window-Too-Many-Seg...

usage... Everything from

ONE overview.

ks

R —
- I - 217
[ |mrissaw

22 Hits (5.1%)

20 Hits (4.6%)
0 20 40 60 80 100 120 140

X

I < o
e

HTTP_Reply-Connection-Unparseable |17 Hits (11.3%)

File-Binary_Conflicting-Content..
TCP_Intial-\Window-Too-Large

@Top Situation Types - 15 minutes

Protocol Information
System Situations
Frotocal Violations
Fotertial Disclosure

Potential Compromise

14 Hits (9.3%)
13 Hits (8.7%)
0 10 20 0 10 50

®

- - -
[ rrissw)

30 Hits (0.1%)

19 Hits (011%)

Suspected Attack Related Anomalies |11 Hits (0.0%)

Cther Suspicious Traffic

Suspected Denial of Service

[p s (0.0%)
3 Hits (0.0%)
0 00 400 600 &0

i Refreshed at 2012-09-25 15:26:24

" (@ Default~ "E|
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JZL 2056 10267 .42

44.298.15.33 What applications
areused by who and
A where”

Wikipedia
117.21.23.111 Sale sf
Googl

b I S QAU [ L]

Ll m—

EE 211.220. 'IEi | ?
147 157 .84.228 Faceboo
102 245 191 142
YouTube

GgID

214.116.51. 199 I'u'ISN

5440121 .42

122.121.112.72 Q
180.127.102 .85



Advanced Evasion
Techniques

Unique
Competitive Edge.

STONESOFT



Idea of Evasion techniques

DMZ

INTRA
SERVICES

prevention

system
Next generation L2 FIREWALL

INTERNET FIREWALL Security policy

STONESOFT



otages... Question... How to?
Evasion
" s How relevant .
My Redality s to me? Protection
System
"Reality out How BIG is V151b1my ,
h " the threat in evasion
SHE recal? threat Report
o j ?
Science and Is this True” Evaderl
1 Hility” How does Academic
vulnerability Aets work”? 3rd party

EVADER )

Cconverting AET story into ousiness.
Ihe journey continues...

STONESOFT



R&D

security Industry needs innovations,
primary research and technologies
that simply work in reality”

STONESOFT
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¥

sStonesoit invests a lot 1o research, out is also fast
:m productizing the results like. ..

- il
' ‘Bomet delecienEemiel -
Visualized, intuitive and

and etficient management

UXx
RN, T

WFOrQISETION .

STONESOFT



Stonesoft has the lowest staff
turnover in the Industry
because we hire redl talents,
Nnot sales cannon fodder.

[T means customers and
partners usuadlly deal with
the same people during our
collaboration.

STONESOFT



Facts &
Proofpoints

STONESOFT



SUropedn
Vendor

Stonesoft is the first European vendor in the Gartner
Enterprise Firewall Magic Quadrant 2012. Stonesoft is also

in the Visionary quadrant in the Gartner IPS Magic Quadrant
2017¢




We are the numlber
Oone turopedn
Enterprise Firewdall
Vendor.

SAYVS WNOY
SAvys Gariner.

STONESOFT



When the going gets
fougn.

The Stonesoft MIL-320 has been designed for failure-free, high performance
operation in extreme temperatures, wet, mud and dust. The MIL-320 1s small,

portable, heavy duty, resistant to bumps and shocks, and is available in black or
military green livery.

Stonesoft's AET-compliant deep inspection technology in a rugged, field-deployable appliance
Shock and vibration resistant

Shielded from damp, water and dust

Reliable operation in extreme temperatures, from (-25/+55[T)
Certified to MIL-STD 461E

STONESOFT
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NSS Lab:

Approved
Py NoS

Stonesoft Next Generation Firewall FW-1301 is
recommended by NSS Labs as best in its class for Price per

Protected Mbps. Stonesoft product are also acclaimed by
customers.




Stonesoft Next Generdation
Firewdall FW-1301 1s
recommended by NSS Labs
In 2012 as best in its class
price / protected Mbps

STONESOFT



PROOF POINT

Stonesoit FW-1301

coverage by date

out-of-the-box security
- no tuning required

protection against
tested evasions

stability under attack
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